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This Quick Start was created by Citrix Systems in collaboration with Amazon Web Services
(AWS).

Quick Starts are automated reference deployments that use AWS CloudFormation
templates to deploy key technologies on AWS, following AWS best practices.

The links in this section are for your convenience. Before you launch the Quick Start, please
review the architecture, security, and other considerations discussed in this guide.

e If you have an AWS account, and you're already familiar with AWS services and Citrix,
you can launch the Quick Start to build the architecture shown in Figure 1 in a new or
existing virtual private cloud (VPC). The deployment takes about 9o minutes. If you're
new to AWS or to Citrix, please review the implementation details and follow the step-
by-step instructions provided later in this guide.

Launch Launch

(for new VPC) (for existing VPC)

e If you want to take a look under the covers, you can view the AWS CloudFormation
templates that automate the deployment.

This Quick Start reference deployment guide provides step-by-step instructions for
deploying a Citrix Virtual Apps and Desktops service resource location on the AWS Cloud.
It is intended for users who want to accelerate a production implementation by automating
the foundation setup, or for users who want to set up a trial deployment of Citrix Cloud.
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Citrix Virtual Apps and Desktops Service Resource Location on AWS

This Quick Start will deploy the necessary components for Citrix Virtual Apps and Desktops
service to use as a resource location on AWS.

Citrix Cloud uses the concept of a resource location to denote a collection of customer-
managed resources that can be used by Citrix Cloud. On AWS, you typically have one
resource location per Region. Resource locations typically contain Active Directory
domains, Virtual Desktop Agents (VDASs), file servers, application servers, etc. Citrix Cloud
Connectors are installed in a given resource location, and they facilitate communication
between Citrix Cloud’s control plane (web services) and the resources in the resource
location. For more information, see the Citrix documentation.

This allows customers to launch applications and desktops on Amazon EC2 instances and
remotely access them via the Citrix Virtual Apps and Desktops service. Using the Citrix
Virtual Apps and Desktops service, you can deliver secure virtual apps and desktops to any
device, and leave most of the product installation, setup, configuration, upgrades, and
monitoring to Citrix. You maintain complete control over applications, policies, and users
while delivering a high-quality user experience.

The user experience for this solution is provided by the Citrix Workspace platform, which
provides a customizable user interface that you can apply your own branding to and that is
consumable either via a web browser or via the Citrix Workspace app (available for most
contemporary device and operating system platforms).

Costs and Licenses

You are responsible for the cost of the AWS services used while running this Quick Start
reference deployment. There is no additional cost for using the Quick Start.

The AWS CloudFormation template for this Quick Start includes configuration parameters
that you can customize. Some of these settings, such as instance type, will affect the cost of
deployment. For cost estimates, see the pricing pages for each AWS service you will be
using. Prices are subject to change.

Tip After you deploy the Quick Start, we recommend that you enable the AWS Cost
and Usage Report to track costs associated with the Quick Start. This report delivers
billing metrics to an S3 bucket in your account. It provides cost estimates based on
usage throughout each month, and finalizes the data at the end of the month. For
more information about the report, see the AWS documentation.
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This Quick Start leverages the Citrix Virtual Apps and Desktops service, which is delivered
as an evergreen managed service from Citrix Cloud. For this Quick Start script to function,
you will need either an active trial or a paid subscription to the Citrix Virtual Apps and
Desktops service. This service is licensed on a per-user, per-month basis. For more
information or to request a trial, contact your Citrix reseller or sales representative. To
request an evaluation, see the Citrix Cloud services website.

Note Amazon EC2 AMIs with Windows Server require no Client Access Licenses
(CALSs). They also include two Microsoft Remote Desktop Services licenses for
administrative purposes. For Remote Desktop Session Host or Citrix Virtual Apps
and Desktops use cases, we recommend obtaining additional Microsoft Remote
Desktop Services licenses for additional users.

Deploying this Quick Start for a new virtual private cloud (VPC) with default parameters
builds the following Citrix environment in the AWS Cloud:
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Figure 1: Quick Start architecture for Citrix Virtual Apps and Desktops service on AWS

This Quick Start sets up the following resources in AWS:
e A highly available system architecture that spans two Availability Zones. *

e A VPC configured with public and private subnets according to AWS best practices, to
provide you with your own virtual network on AWS. *

e An internet gateway to allow access to the internet. *

e In the public subnets, managed NAT gateways to allow outbound internet access for
resources in the private subnets. *

e In the public subnets, a Remote Desktop Gateway in an Auto Scaling group to allow
inbound Remote Desktop access to EC2 instances in public and private subnets. *
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e In the private subnets, AWS Directory Service for Microsoft Active Directory deployed in
both Availability Zones for redundancy. *

e In the private subnets, two Citrix Cloud Connectors (domain-joined Windows servers)
running on EC2 instances, deployed in both Availability Zones for redundancy.

e A Windows Server with the Citrix Virtual Delivery Agent (VDA) installed, running on an
EC2 instance.

This Quick Start also performs the following in your Citrix Cloud tenant:

e Configures the two Citrix Cloud Connector instances to form a resource location on
AWS.

e Creates an AWS hosting connection and resource.
e Creates a machine catalog, and adds the VDA instance to the machine catalog.
e Creates a Delivery Group, including a hosted shared desktop and two sample

published applications.

* The template that deploys the Quick Start into an existing VPC skips the tasks marked by
asterisks and prompts you for your existing VPC configuration.

Technical Requirements
To deploy this Quick Start template, you need the following:

e An AWS account. You need an AWS account to deploy the services described in this
guide..

e A Citrix Cloud tenant, with an active Virtual Apps and Desktops service trial or paid
subscription. For information on requesting a trial, contact your Citrix reseller or sales
representative, or visit the Citrix Cloud services website.

Specialized Knowledge

Before you deploy this Quick Start, we recommend that you become familiar with the
following AWS services. (If you are new to AWS, see Getting Started with AWS.)

e Amazon EC2

e Amazon VPC

e AWS Directory Service for Microsoft Active Directory

e AWS CloudFormation
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This Quick Start provides two deployment options:

e Deploy a Citrix Virtual Apps and Desktops resource location into a new VPC (end-to-end
deployment). This option builds a new AWS environment consisting of the VPC,
subnets, NAT gateways, security groups, bastion hosts, and other infrastructure
components, and then deploys a Citrix Virtual Apps and Desktops resource location into
this new VPC.

e Deploy a Citrix Virtual Apps and Desktops resource location into an existing VPC. This
option provisions a Citrix Virtual Apps and Desktops Resource Location in your existing
AWS infrastructure.

Note This deployment option requires an Active Directory inside of your existing
VPC, as well as a route to the internet accessible from the subnet where you deploy
the two Citrix Cloud Connectors and the Citrix VDAs.

The Quick Start provides separate templates for these options. It also lets you configure
CIDR blocks, instance types, and Citrix settings, as discussed later in this guide.

Step 1. Prepare Your AWS Account

1. Ifyou don’t already have an AWS account, create one at https://aws.amazon.com by
following the on-screen instructions.

2. Use the region selector in the navigation bar to choose the AWS Region where you want
to deploy Citrix Virtual Apps and Desktops service on AWS.

3. Create a key pair in your preferred region.

4. If necessary, request a service limit increase for the Amazon EC2 t2.large instance type.
You might need to do this if you already have an existing deployment that uses this
instance type, and you think you might exceed the default limit with this deployment.

Note Make sure that you have at least three Elastic IP addresses available.

Step 2. Create a Secure Client

After you sign up for your active trial or paid subscription of Citrix Virtual Apps and
Desktop, you need to create a Secure Client in your Citrix Cloud tenant. When you create
the Secure Client, you need to record the Customer ID, the Secure Client ID, and the Secure
Client Secret. These three pieces of information will be used by the Quick Start template.
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1. Login to the Citrix Cloud management console.
2. Goto API Access.
3. Note the Customer ID.

This value is shown in bold. Note that this is different than the OrgID, which is shown in
the top right corner of the Citrix Cloud management console.

Citrix Cloud =] - 4™ @

OrglD:

Identity and Access Management

Authentication ~ Administrators APl Access Domains

Secure Clients are used to interact with Citrix Cloud APIs.

To use this secure client in a silent connector install or to access any of our APIs, use the

customer ID as the customer parameter.

Citrix-Test-Client Create Client

Creation Date

Figure 2: Identifying customer ID and creating a new secure client

4. Enter a name for the client.
5. Choose Create Client.
6. Download the following information from the pop-up window.:

— Secure Client ID — This value looks something like coxbc290-20c4-e96e-9f69-
69b4526edf5d. The value is shown under Id at the time of creation, and you can
retrieve it later by going to the Identify and Access Management page.

— Secure Client Secret — This value looks something like jPcBJmYtBndMI1R-
p420Gw==, and it is shown only at the time of creation.

dws
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Step 3. Launch the Quick Start

Note You are responsible for the cost of the AWS services used while running this
Quick Start reference deployment. There is no additional cost for using this Quick
Start. For full details, see the pricing pages for each AWS service you will be using in
this Quick Start. Prices are subject to change.

1. Choose one of the following options to launch the AWS CloudFormation template into
your AWS account. For help choosing an option, see deployment options earlier in this
guide.

Option 1 Option 2
Deploy Citrix Virtual Apps and Deploy Citrix Virtual Apps and
Desktops service into a new Desktops service into an
VPC on AWS existing VPC on AWS

Important If you're deploying Citrix Virtual Apps and Desktops service on AWS
into an existing VPC, make sure that your VPC has two private subnets in different
Availability Zones for the Citrix Cloud Connector instances. These subnets require
NAT gateways or NAT instances in their route tables. This allows the instances to
download packages and software as well as communicate with the Citrix Cloud
control plane without exposing them to the internet.

When deploying the Citrix Virtual Apps and Desktops service into a new VPC on AWS,
each deployment takes about 9o minutes to complete.

2. Check the region that’s displayed in the upper-right corner of the navigation bar, and
change it if necessary. This is where the network infrastructure where Citrix Virtual
Apps and Desktops service will be built. The template is launched in the US East (Ohio)
Region by default.

3. On the Select Template page, keep the default setting for the template URL, and then
choose Next.

4. On the Specify Details page, change the stack name if needed. Review the parameters
for the template. Provide values for the parameters that require input. For all other
parameters, review the default settings and customize them as necessary. When you
finish reviewing and customizing the parameters, choose Next.
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In the following tables, parameters are listed by category and described separately for
the two deployment options:

— Parameters for deploying the Citrix Virtual Apps and Desktops service resource

location on AWS into a new VPC

— Parameters for deploying the Citrix Virtual Apps and Desktops service resource

location on AWS into an existing VPC

¢ Option 1: Parameters for deploying the Citrix Virtual Apps and Desktops
service resource location on AWS into a new VPC

View template

Citrix Cloud Configuration:

Parameter label

(name)

Default

Description

Citrix Cloud Customer ID
(CitrixCustomerId)

Requires input  Customer ID of your Citrix Cloud tenant.

Citrix Cloud Secure Client ID
(CitrixAPIClientID)

Requires input 1D of your Citrix Cloud Secure Client used for

integration with Citrix Cloud APIs.

Citrix Cloud Secure Client

Secret

(CitrixAPIClientSecret)

Requires input  Secret of your Citrix Cloud Secure Client.

Citrix Cloud Connector 1 name CTX-CC1 Host name of the first Citrix Cloud Connector.
(CitrixCloudConnector1tHostName)

Citrix Cloud Connector 2 name CTX-CC2 Host name of the second Citrix Cloud Connector.
(CitrixCloudConnector2HostName)

Citrix VDA name CTX-VDA1 Host name of the Citrix VDA.
(CitrixVDAHostName)

Active Directory Configuration:

Parameter label

(name)

Default

Description

Domain DNS name
(DomainDNSName)

example.com

Fully qualified domain name (FQDN) of the forest root
domain; e.g., example.com.

Domain NetBIOS name
(DomainNetBIOSName)

example

NetBIOS name of the domain (up to 15 characters) for users of
earlier versions of Windows; e.g., example.

Domain admin
password
(DomainAdminPassword)

Requires input

Password for the domain admin user. Must be at least 8
characters and contain letters, numbers, and symbols.

Page 10 of 34
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Amazon EC2 Configuration:

Parameter label (name) Default Description

Key pair name Requires input A public/private key pair, which allows you to connect

(KeyPairName) securely to your instance after it launches. When you
created an AWS account, this is the key pair you created in
your preferred region.

RD Gateway instance type ta.large Amazon EC2 instance type for the Remote Desktop

(RDGWInstanceType) Gateway instances.

Citrix Cloud Connector ta.large Amazon EC2 instance type for the Citrix Cloud Connector

instance type instances.

(CitrixCloudConnectorInstance

Type)

Citrix Server VDA instance m5.large Amazon EC2 instance type for the Citrix VDA instance.

type

(CitrixVDAInstanceType)

Windows Server version for WS2016FULL  Windows Server version for the Citrix Cloud Connectors.
Citrix Cloud Connector BASE

(CitrixCloudConnectorsWindows

ServerVersion)

Windows Server version for WS2016FULL  Windows Server version for the Citrix VDA.

Citrix VDA BASE
(CitrixVDAWindowsServer
Version)
Network Configuration:
Parameter label Default Description
(name)
- List of Availability Zones to use for the subnets in the VPC.
Availability Zones L oy .
oy 1 evs Requires input Only two Availability Zones are used for this deployment,
(AvailabilityZones) . . .
and the logical order of your selections is preserved.
VPC CIDR 10.0.0.0/16 CIDR block for the VPC.
(VPCCIDR)
Private Citrix 10.0.0.0/24 CIDR block for private infrastructure subnet 1 located in
infrastructure subnet 1 Availability Zone 1.
CIDR
(PrivateInfraSubnet1CIDR)
Private Citrix 10.0.1.0/24 CIDR block for infrastructure private subnet 2 located in
infrastructure subnet 2 Availability Zone 2.
CIDR
(PrivateInfraSubnet2CIDR)
Private Citrix VDA 10.0.2.0/24 CIDR block for private VDA subnet 1 located in Availability
subnet 1 CIDR Zone 1.

(PrivateVDASubnet1CIDR)

dWws
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Parameter label Default Description

(name)

Private Citrix VDA 10.0.3.0/24 CIDR block for private VDA subnet 2 located in Availability
subnet 2 CIDR Zone 2.

(PrivateVDASubnet2CIDR)

Public subnet 1 CIDR 10.0.4.0/24 CIDR Block for the public DMZ subnet 1 located in
(PublicSubnet1CIDR) Availability Zone 1.

Public subnet 2 CIDR 10.0.5.0/24 CIDR Block for the public DMZ subnet 2 located in
(PublicSubnet2CIDR) Availability Zone 2.

Allowed RD Gateway Requires input CIDR from which you may connect to the Remote Desktop
external access CIDR Gateway host; e.g., 1.1.1.1/32.

(RDGWCIDR)

AWS Quick Start Configuration:

Parameter label Default Description

(name)

Quick Start S3 Bucket  aws-quickstart The S3 bucket you have created for your copy of Quick Start

Name assets, if you decide to customize or extend the Quick Start for

(QSS3BucketName) your own use. The bucket name can include numbers,
lowercase letters, uppercase letters, and hyphens, but should
not start or end with a hyphen.

Quick Start S3 Key quickstart-citrix- The S3 key name prefix used to simulate a folder for your copy

Prefix virtualapps- of Quick Start assets, if you decide to customize or extend the

(QSS3KeyPrefix) service/ Quick Start for your own use. This prefix can include numbers,

lowercase letters, uppercase letters, hyphens, and forward
slashes.

e Option 2: Parameters for deploying the Citrix Virtual Apps and Desktops
service resource location on AWS into an existing VPC

View template

Citrix Cloud Configuration:

Parameter label
(name)

Default

Description

Citrix Cloud Customer ID

(CitrixCustomerId)

Requires input  Customer ID of your Citrix Cloud tenant.

Citrix Cloud Secure Client ID

(CitrixAPIClientID)

Requires input 1D of your Citrix Cloud Secure Client used for

integration with Citrix Cloud APIs.

Citrix Cloud Secure Client

Secret
(CitrixAPIClientSecret)

Requires input  Secret of your Citrix Cloud Secure Client.
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Parameter label Default Description
(name)
Citrix Cloud Connector 1 name CTX-CC1 Host name of the first Citrix Cloud Connector.

(CitrixCloudConnectortHostName)

Citrix Cloud Connector 2 name CTX-CC2
(CitrixCloudConnector2HostName)

Host name of the second Citrix Cloud Connector.

Citrix VDA name CTX-VDA1
(CitrixVDAHostName)

Host name of the Citrix VDA.

Amazon EC2 Configuration:

Parameter label Default Description

(name)

Key pair name Requires input A public/private key pair, which allows you to connect

(KeyPairName) securely to your instance after it launches. When you
created an AWS account, this is the key pair you created in
your preferred region.

Citrix Cloud Connector ta.large Amazon EC2 instance type for the Citrix Cloud Connector

instance type
(CitrixCloudConnectorInstance

Type)

instances.

Citrix Server VDA instance m5.large

type
(CitrixVDAInstanceType)

Amazon EC2 instance type for the Citrix VDA instance.

Windows Server version for WS2016FULL
Citrix Cloud Connector BASE
(CitrixCloudConnectorsWindows

ServerVersion)

Windows Server version for the Citrix Cloud Connectors.

Windows Server version for WS2016FULL
Citrix VDA BASE
(CitrixVDAWindowsServer

Version)

Windows Server version for the Citrix VDA.

Microsoft Active Directory Configuration:

Parameter label Default
(name)

Description

Active Directory Server 1 [P Requires input
address
(ADServeri1PrivatelP)

IP address of the first Active Directory server located in
Availability Zone 1.

Active Directory Server 2 IP Requires input
address
(ADServer2PrivatelP)

IP address of the second Active Directory server located in
Availability Zone 2.
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Parameter label
(name)

Default

Description

Domain DNS name
(DomainDNSName)

example.com

Fully qualified domain name (FQDN) of the forest root
domain; e.g., example.com.

Domain NetBIOS name
(DomainNetBIOSName)

example

NetBIOS name of the domain (up to 15 characters) for users of
earlier versions of Windows; e.g., example.

Domain admin
password
(DomainAdminPassword)

Requires input

Password for the domain admin user. Must be at least 8
characters and contain letters, numbers, and symbols.

Network Configuration:
Parameter label Default Description
(name)
VPC ID Requires input ID of the VPC; e.g., vpc-0343606e.
(VPCID)

Private Citrix
infrastructure subnet 1 ID
(PrivateInfraSubnet1CIDR)

Requires input

ID of the private infrastructure subnet 1 in Availability
Zone 1; e.g., subnet-a0246dcd.

Private Citrix
infrastructure subnet 2 ID
(PrivateInfraSubnet2CIDR)

Requires input

ID of the private infrastructure subnet 2 in Availability
Zone 2; e.g., subnet-an246dce.

Private Citrix VDA subnet
11D
(PrivateVDASubnet1CIDR)

Requires input

ID of the private VDA subnet 1 in Availability Zone 1; e.g.,
subnet-ao0246dcf.

Private Citrix VDA subnet
21D
(PrivateVDASubnet2CIDR)

Requires input

ID of the private VDA subnet 2 in Availability Zone 2; e.g.,
subnet-a0246dcg.

Bastion security group ID
(BastionSecurityGroupID)

Requires input

ID of the Bastion Security Group; e.g., sg-7f16e910.

AWS Quick Start Configuration:

Parameter label Default Description

(name)

Quick Start S3 Bucket  aws-quickstart The S3 bucket you have created for your copy of Quick Start

Name assets, if you decide to customize or extend the Quick Start for

(QSS3BucketName) your own use. The bucket name can include numbers,
lowercase letters, uppercase letters, and hyphens, but should
not start or end with a hyphen.

Quick Start S3 Key quickstart-citrix- The S3 key name prefix used to simulate a folder for your copy

Prefix virtualapps- of Quick Start assets, if you decide to customize or extend the

(QSS3KeyPrefix) service/ Quick Start for your own use. This prefix can include numbers,
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Parameter label Default Description
(name)

lowercase letters, uppercase letters, hyphens, and forward
slashes.

5. On the Options page, you can specify tags (key-value pairs) for resources in your stack
and set advanced options. When you’re done, choose Next.

6. On the Review page, review and confirm the template settings. Under Capabilities,
select the check box to acknowledge that the template will create IAM resources.

Choose Create to deploy the stack.

8. Monitor the status of the stack. When the status is CREATE_COMPLETE, the Citrix
Cloud Virtual Apps and Desktops on AWS cluster is ready.

9. Use the URLs displayed in the Outputs tab for the stack to view the resources that were

created.

¥ Qutputs
Key Value Description
CitrixCloudConnector1HostName CTX-CC1-csn8 Citrix Cloud Connector 1 Host Name
CitrixDeliveryGroupName DG-AWS-QuickStart-csn8 Citrix Delivery Group Name
VPCID vpe-0 VPCID
ADServeriPrivatelP AD Server 1 Private |IP Address (this may vary...
CitrixHostingConnectionName AWS-QuickStart-csn8 Citrix Hosting Connection Name
CitrixGloudConnector2HostName CTX-CC2-csn8 Citrix Cloud Connector 2 Host Name
DomainaAdmin example2d11celadmin Domain administrator account
CitrixCatalogName CAT-AWS-QuickStart-csn8 Citrix Catalog Name
CitrixVDAHostName CTX-VDA1-csn8 Citrix VDA Host Name
CitrixResourceLocation AWS-QuickStart-csn8 Citrix Cloud Resource Location
ADServer2PrivatelP AD Server 2 Private |P Address (this may vary...
BastionHostEIP Elastic IP 1 for Bastion Host

Figure 3: CloudFormation stack outputs

Step 4. Explore and Test the Deployment

Each Quick Start deployment of the Citrix Virtual Apps and Desktops service on AWS
generates and uses a four-character Deployment ID. This ID is used in either the name or
description of many of the resources this Quick Start template creates. In the following
figures, notice that the Deployment ID is oew8.

dWws
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Explore EC2 Instances

When the Quick Start Cloud Formation template has successfully created the stack, there
will be the following EC2 instances running in your AWS account:

e One Remote Desktop Gateway host (RD Gateway)
e Two Citrix Cloud Connectors

e One Citrix Virtual Delivery Agent (VDA)

aWS,, Services v  Resource Groups ~ * AN
EC2 Dashboard Launch Instance Actions ¥
Events !
Tags Q Filter by tags and attributes or search by keyword
Reports Name -~ App -~ Instance ID ~ Instance Type ~ Availability Zone
Limits
Q8-CC2-0ew8 Citrix i-0031fa9be6917c1f4 t2.large us-west-1c
=) INSTANCES QS-VDA1-0ew8 Citrix -0802f8f4381b709af  m5.large us-west-1a
Instances L .
QS-CC1-0ewd Citrix i-0f9de660e115b400a t2.large us-west-1a
Launch Templates RDGW i-0c8b3f1a737dag73f  t2.large us-west-1a

Spot Requests

Figure 4: Quick Start Amazon EC2 instances

Connect to the Bastion Host (RD Gateway)

Since most of the EC2 instances created by this Quick Start do not have a public IP address,
you use the RD Gateway to connect to these instances.

1. First, log in to the RD Gateway instance by opening a Remote Desktop Connection to
the BastionHostEIP address shown on the Outputs tab.

2. Use the value of DomainAdmin as the user name, and use the value of
DomainAdminPassword as the password. Note that the RD Gateway has a public IP
address, but the other instances have private IP addresses.

3. Connect to the RD Gateway instance over the internet by using Remote Desktop, then
use Remote Desktop on the RD Gateway to connect to the other EC2 instances.

You can find the private IP addresses of the Citrix Cloud Connector and VDA instances
by selecting the respective EC2 instance in the AWS Console.

dWws
Page 16 of 34



Amazon Web Services — Citrix Virtual Apps and Desktops Service on the AWS Cloud

January 2019

Edit Remote Desktops - citrix-rdgw

2 2

General = Session  Redirection

|'/~

Connection name  citrix-rdgw
PC name

Gateway  No gateway configured <]
Credentials

User name  exampleb7df\admin

Password sesssssessscsnes

Resolution  Native

Colors  True Color (24 bit)

Full screen mode  OS X native

Start session in full screen
Scale content
Use all monitors

Figure 5: Accessing RD Gateway

Explore the Resources Created in Your Citrix Cloud Tenant

A successful Quick Start deployment creates a number of resources in your Citrix Cloud
tenant. You can explore these resources by logging into the Citrix Cloud management

console. Most of these resources are created to get you started, and you can customize them

to meet your needs.

This Quick Start template creates a resource location for each deployment. The resource
location follows a standard naming convention that is made unique by incorporating the

Deployment ID into the name:

Page 17 of 34
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Citrix Cloud

<« Resource Locations

-+ Resource Location C Refresh All

AWS-QuickStart-Oew8

2 + +

Cloud Connectors Gateway Gateway Connectors

Figure 6: Quick Start Citrix resource location

Note that the resource location contains the two Citrix Cloud Connector instances created
by the Quick Start template.
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Citrix Cloud
< Cloud Connectors
-+ Connector C Refresh All AWS-QuickStart-Oew8  ~v
gs-ccl-Oews8.gstest.com >
gs-cc2-0ews8.gstest.com >

Figure 7: Quick Start Citrix Cloud Connectors

When a resource location is created, the Active Directory to which the Citrix Cloud
Connectors are joined is automatically added to the list of available domains in the Citrix
Cloud tenant. To see this list of domains in the Citrix Cloud management console, choose
Identity and Access Management, and then choose Domains.

You can see that the gstest.com forest/domain (the name chosen for this Quick Start
sample deployment) is now available in the Citrix Cloud tenant.

aws

Page 19 of 34 e


https://us.cloud.com/identity/domains

Amazon Web Services — Citrix Virtual Apps and Desktops Service on the AWS Cloud January 2019

Citrix Cloud

< Identity and Access Management

Authentication ~ Administrators APl Access ~ Domains

+ Domain C Refresh 1 Show Unused Domains

Forest: gstest.com

qstest.com sse WV

Forest Name: gstest.com

Functional Level: Windows Server 2012 R2

1 Resource Location

AWS-QuickStart-Oew8 Hide details
/" gs-ccl-OewB.gstest.com

v/ gs-cc2-0ew8.gstest.com

Figure 8: Citrix Cloud tenant domains

To provision and manage the VDA with the Citrix Virtual Apps and Desktops service, this
Quick Start template creates a Hosting Connection and a Hosting Resource in your specific
environment. More information on hosting connections and resources can be found in the
Citrix documentation.

dws
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= | Citrix Cloud Virtual Apps and Desktops Service

Overview [RVERELSERYE Monitor

File Action View Help
o 2@ BE

&34 Citrix Studio (cloudxdsite) "
£ Search ClTR!x
Machine Catalogs
[=4 AppDisks T — + | Type
£ Delivery Groups AWS-QuickStart-Oew8
A Applications VDA-Network-0ew8
|= Policies
[# Logging

Address State

Amazon EC2 https://ec2.us-west-1.amazonaws.com Enabled

4 [ Configuration
£ Administrators Details - AWS-QuickStart-0ew8
|

3 StoreFront Connection

53 AppDNA

' Zones Name: AWS-QuickStart-0ew8
Region: us-west-1
Address: https://ec2.us-west-1.amazonaws.com
API Key: AKIAITE63STZTD72T4GQ
Scopes: All
Maintenance Mode: Off
Zone: AWS-QuickStart-0ew8

Figure 9: Citrix Cloud hosting connection

The Virtual Apps and Desktops are delivered from the VDA EC2 instance where they’re
installed and executed. This Quick Start template creates a single VDA based on Windows
Server 2016.

Machine catalogs typically contain one or more identically configured VDAs that share the
properties of the machine catalog. More information on machine catalogs can be found in
the Citrix documentation.

This Quick Start template creates one manually provisioned, power-managed machine
catalog based on Windows Server 2016.
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Citrix Cloud

Overview

File Action View Help

&= 2o

£ Search
& Machine Catalogs
=4 AppDisks
£ Delivery Groups
A Applications
[g Policies
[# Logging
4 [» Configuration
£ Administrators
™ Hosting
I3 StoreFront
&3 AppDNA

& Zones

§4 Citrix Studio (cloudxdsite)

[

Virtual Apps and Desktops Service

Monitor

CiTRIX

Machine Caf

CAT-AWS-QuickStart-Oew8

Allocation Type: Random

Details - CAT-AWS-QuickStart-Oew8

User data: On local disk

Allocated machines
1 1
Provisioning method: Manual

No. of machines

Machine Catalog

Name:

Machine Type:
Provisioning Method:
Allocation Type:

Set to VDA version:
Scopes:

Zone:

CAT-AWS-QuickStart-Oew8
Server OS (Virtual)

Manual

Random

7.9 (or newer)

All

AWS-QuickStart-Oew8

Machine

1808.1.0.19067
Windows 2016

Installed VDA version:
Operating System:

Figure 10: Citrix Cloud machine catalog

The Quick Start template adds the VDA instance it creates to the machine catalog it creates.

Citrix Cloud

Virtual Apps and Desktops Service

(OIWAN Manage v BV [elglide]s

File Action View Help
« o nm

&3 Citrix Studio (cloudxdsite)

O Search CITRIX
Machine Catalogs
4 AppDisks Machine Catalog + | Machine type No. of machines Allocated machines

CAT-AWS-QuickStart-Oew8
Allocation Type: Random

Server OS (Virtual) 1 1
User data: On local disk Provisioning method: Manual

£, Delivery Groups
A Applications
[g Policies
(# Logging
4 [@» Configuration
£ Administrators

Details - CAT-AWS-QuickStart-Oew8

= Hosting Details | Machines

3 StoreFront -

%31 AppDNA Machine Name +
@ Zones | qstest\QS-VDAT-0EWS |

Figure 11: Citrix Cloud VDA

The Citrix Virtual Apps and Desktops are defined by Delivery Groups. Delivery Groups have
a number of attributes associated with them, including Apps, Desktops, users, and machine
catalogs. You can find more information on Delivery Groups in the Citrix documentation.

This Quick Start template creates one Delivery Group,, which is available to all
authenticated users.
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oud al Apps and De op e e ~ .
Overvie Manage v onito
File Action View Help
«<| 715
&4 Citrix Studio (cloudxdsite)
0 Search
™ Machine Catalogs
Ij AppDisks Delivery Group 4 | Delivering No. of machines Sessions in use AppDisks

£ Delivery Groups
& Applications

f

Applicatio

[% Policies
[# Logging
4 [§» Configuration
£ Administrators
Hosting
[ StoreFront
& AppDNA

& Zones

Details - DG-AWS-QuickStart-Oew8

Delivery Group State

Name: DG-AWS-QuickStart-Oew8 Enabled:

Description: Created by AWS QuickStart - Deployment ID Oewf Maintenance Mode:
Set to VDA version: 7.9 (or newer) Registered Machines:
Users: Allow authenticated users Unregistered Machines:
Scopes: All Powered off Machines:
StoreFronts: - Total Machines:
Session prelaunch: Off Installed VDA version:
Session lingering: Off Operating System:
Launch in user's home zone:  No

Yes
Off
1
0
0

1
1808.1.0.19067
Windows 2016

Figure 12: Citrix Cloud delivery group

This Quick Start template also defines two sample applications and a published desktop
(delivered from the machine catalog).

Citrix Cloud

Overview

File Action View Help

e 2

&4 Citrix Studio (cloudxdsite)
O Search
™ Machine Catalogs
54 AppDisks
£, Delivery Groups
4 Applications
[g Policies
(# Logging
4 [@» Configuration
£ Administrators
™ Hosting
[ StoreFront
3 AppDNA
@ Zones

:

Virtual Apps and Desktops Service

Manage v BRI

CiTRIX

Delivery Group
DG-AWS-QuickStart-Oew8
Server OS

4 | Delivering
Applications and Desktops

Details - DG-AWS-QuickStart-Oew8

Sessions in use

Total: 0
Disconnected: 0

No. of machines

Total: 1
Unregistered: 0

AppDisks
0

[oem | sopbtors e | coosctncn) | g | g | doptcioncrnen

/5 Internet Explorer-Oew8
| Notepad-Oew8

|

Master Image

Master Image

Page 23 of 34

Figure 13: Citrix Cloud defined applications
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= | Citrix Cloud Virtual Apps and Desktops Service

Overview Monitor

File Action View Help
o= 2w B
&3 Citrix Studio (cloudxdsite) S
O Search CITR!X
™ Machine Catalogs
£ AppDisks Delivery Group 4 | Delivering No. of machines Sessions in use AppDisks
8 Delivery Groups DG-AWS-QuickStart-Oew8 Applications and Desktops Total: 1 Total: 0
A Applications Server OS Unregistered: 0 Disconnected: 0
(= Policies
(# Logging
4 @ Configuration Details - DG-AWS-QuickStart-Oew8
£ Administrators Detais | Appicati Desktops
™ Hosting aes S ——
) StoreFront 4 | Restricted to users Required Tags Machines for assignment
$3 AppDNA AWS QuickStart Desktop Oew8 All Delivery Group users can access desktop (No filter) = 1
@ Zones

Figure 14: Citrix Cloud published desktop

Test Your Citrix Virtual Apps and Desktops Service Deployment

This Quick Start template is designed to create a fully functional deployment. After the
deployment is complete, you should be able to navigate to the Citrix Workspace for your
Citrix Cloud tenant, log in with appropriate credentials, and connect to the published
applications or desktop.

To test your deployment, first identify the URL of your Citrix Workspace. In the Citrix
Cloud management console, choose Workspace Configuration. The Workspace URL will
look something like the following;:

Citrix Cloud

< Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Workspace URL: https:// cloud.com  Edit

Figure 15: Citrix Cloud Workspace URL
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This URL can be used by either the Citrix Workspace app or a web browser to access the
Virtual Apps and Desktops service created by this Quick Start template. After you are
connected, log in with a valid Active Directory user:

dWS

\_/7

User name:

admin@gqstest.com

Password:

CiTRIX

Figure 16: Citrix Cloud Workspace login

After you log in, you will see the two sample published apps and an AWS QuickStart
Desktop.
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Notepad

AWS QuickStart

Desktop Oew8

dWs
@ Home
APPS
3 Apps PP
Recents  Favorites
| Desktops
)
7
Internet Explorer
Desktops
Recents  Favorites
CITRIX'

Figure 17: Citrix Workspace published apps and desktop

View all applications

View all desktops

If you are testing the system on a client device that does not have the Citrix Workspace app
installed on it, virtualized applications and desktops can be run in a browser tab. For the
richest, highest-performance experience, install the Citrix Workspace app on the client
device. This can be configured from the User, Account Settings dialog box when using Citrix

Workspace web through a browser:
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Q | Admin v

Account Settings @
About Citrix Workspace

sort LogOut

Figure 18: Citrix workspace Account Settings

You can also install and configure the Citrix Workspace app directly from here:

aws \ Admin
\/‘7 b
(3] Home )
Settings
= | Apps
Apps and Desktops Launch Preference
Desktops
Favorites Launch your apps and desktops with the app or with your web browser.
All Desktops
Current Method: [}
Apps and desktops will launch in your web browser.
Use Citrix Workspace App
Download Workspace Configuration
Add the workspace URL and other configuration details to the Workspace app on your device.
You must have Citrix Workspace installed to use the configuration file.
Download Workspace app
Download configuration file
Download and open the file, then click Add to update the Workspace app.
CITRIX

Figure 19: Citrix workspace configuration
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A virtual desktop running on AWS looks like the following:

i AWS QuickStart Desktop Oew8 - Desktop Viewer - O X

E Hostname: QS-VDA1-Oew8

Instance ID: i-0802f8f4381b709af
Private IP Address: 10.0.3.32

Recycle Bin

Instance Size: m5.large

Availability Zone: us-west-1a
Architecture: AMD64

Citrix Files

EC2
Feedback

. 6:46AM
")
AW oo

Figure 20: Citrix Workspace virtual desktop

If you log into the Citrix Workspace successfully but you do not see any virtual applications
or desktops, check to ensure that the Virtual Apps and Desktops service integration is
enabled by choosing Workspace Configuration and then choosing Service
Integrations.
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Citrix Cloud

< Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Manage Service Integrations

Services can be integrated with Citrix Workspace to provide your subscribers apps and data on any device.

Virtual Apps and Desktops On-Premises Sites
I PP P Add site
Ites

Gateway )
Disabled

Web and Saas applications feed

Virtual Apps and Desktops @ Enabled

Figure 21: Citrix Workspace service integrations

Plan your Security Groups. For more information, the documentation for Amazon EC2
Security Groups for Windows Instances.

To configure mapped drives for VDA desktops, follow the steps outlined in the Directory
Services blog post Using Group Policy Preferences to Map Drives Based on Group

Membership.

Reference architectures and best practices are being migrated to Citrix’s Tech Zone
documentation website.

You will likely want to customize the deployment to meet the needs of a specific use case. As
you’ve seen here, this Quick Start template creates a fully functional system in about 9o
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minutes, but you need to customize the Delivery Group to match the organization’s needs.
You can also install additional applications on the VDA by remotely connecting to the
instance as an administrator.

Common next steps and system customizations include:

Modifying published applications or desktops (to remove defaults, add new apps, filter
access to the resources by Active Directory user or group, etc.). This can be done on the
Manage tab of the Virtual Apps and Desktops service in the Citrix Cloud management
console. The Delivery Group properties are a great place to start.

Configuring Citrix User Profile Management. The Citrix Virtual Apps and Desktops
service includes a component called User Profile Management (UPM), which allows you
to manage roaming user profiles in a high-performance, flexible manner. For more
information on use cases and configuration of Citrix UPM.

Provisioning and configuring the Citrix Workspace Environment Manager service. The
Citrix Workspace Environment Manager service uses intelligent resource management
and User Profile Management technologies to deliver competitive performance, desktop
logon, and application response times for Virtual Apps and Desktops deployments. It is
a software-only, driver-free solution, requiring only a lightweight agent to be installed
on your VDA.

Creating a master image VDA template instance, and deploying any number of
additional instances based on the master image with Machine Creation Services. This is
a more complex process, but it allows you to provision and version-manage instances at
scale.

Deploying advanced networking capabilities into the system. Citrix is also an provider of
networking services, including a mix of sophisticated networking appliances and
networking-related web services. You might be interested in one or more of the
following:

— Citrix ADC VPX (formerly known as NetScaler ADC), virtual appliance-based
application delivery controller, performs application-specific traffic analysis to
intelligently distribute, optimize, and secure Layer 4-Layer 7 (L4—L7) network traffic
for web applications. It provides a broad range of services from sophisticated load
balancing and SSL offload to advanced authentication, application firewalling, and
more. Design and deployment guidance can be found in the Citrix documentation.

— Citrix Gateway VPX (formerly known as Citrix NetScaler Unified Gateway) provides
a comprehensive, secure remote access solution to a variety of different applications,
effectively consolidating remote access infrastructure and providing secure single
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sign-on to Citrix virtual apps and desktops, Remote Desktop Protocol (RDP), web,
and SaaS applications. One common use case with the Citrix Workspace is leveraging
Citrix Gateway VPX on AWS to flexibly proxy ICA/HDX traffic (Citrix remote display
protocol used by virtual apps and desktops) directly into the AWS VPC. Find more
information on configuring Citrix Gateway VPX for use with Citrix Workspace in the
Citrix documentation.

— Citrix SD-WAN VPX (formerly known as Citrix NetScaler SD-WAN) allows you to
set up sophisticated and flexible software-defined wide-area networks. It allows
customers to leverage multiple network connections for performance and automated
failover, provides application aware traffic steering and management, traffic
optimization, as well as deep visibility into and control over traffic flows on the
corporate WAN. It’s also available on the AWS Marketplace. For deployment and
integration guidance on Citrix SD-WAN on AWS, see the Citrix documentation.

— Citrix Web App Firewall protects web applications and sites from both known and
unknown attacks, including application-layer and zero-day threats. It’s available as a
standalone appliance or integrated with the Citrix ADC platform.

— Citrix Secure Web Gateway (formerly known as Citrix NetScaler Secure Web
Gateway) is an effective, easy-to-use, high-performing web security solution with
user behavior analytics. It leverages a combination of web services and customer
managed appliances to help protect users from known and unknown web threats. It
helps enforce company security policies on all outgoing web traffic, effectively
protecting the company from known and unknown attacks while providing visibility
and control over outbound web traffic.

— Citrix Application Delivery Management is a centralized network management,
analytics, and orchestration solution. From a single platform, administrators can
view, automate, and manage network services for scale-out application architectures.

— Citrix Intelligent Traffic Management is based on recently acquired Cedexis
technology. Our advanced traffic management improves user experience by
harnessing big data and routing users to their requested content.

I encountered a CREATE_FAILED error when I launched the Quick Start.

If AWS CloudFormation fails to create the stack, we recommend that you relaunch the
template with Rollback on failure set to No. (This setting is under Advanced in the
AWS CloudFormation console, Options page.) With this setting, the stack’s state will be
retained and the instance will be left running, so you can troubleshoot the issue. (Look at
the log files in %ProgramFiles%\Amazon\EC2ConfigService and C:\cfn\log.)
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Important When you set Rollback on failure to No, you will continue to incur
AWS charges for this stack. Please make sure to delete the stack when you finish
troubleshooting.

For additional information, see Troubleshooting AWS CloudFormation on the AWS
website.

I encountered a size limitation error when I deployed the AWS CloudFormation
templates.

We recommend that you launch the Quick Start templates from the links in this guide or
from another S3 bucket. If you deploy the templates from a local copy on your computer or
from a non-S3 location, you might encounter template size limitations when you create the
stack. For more information about AWS CloudFormation limits, see the AWS
documentation.

I encountered problems when logging in with the configured domain and password.

If you are unable to log in with the default domain and the password that was provided,
follow the instructions in Connecting to Your Windows Instance. After you connect to the
bastion instance, use Remote Desktop to connect to each of the instances within the private
subnet.

You can visit our GitHub repository to download the templates and scripts for this Quick
Start, to post your comments, and to share your customizations with others.

AWS services

e AWS Directory Service for Microsoft Active Directory
https://docs.aws.amazon.com/directoryservice/latest/admin-

guide/directory microsoft ad.html

e Active Directory Administration Tools

https://docs.aws.amazon.com/directoryservice/latest/admin-

cuide/ms ad install ad tools.html#install ad tools win2016

e Amazon EC2
https://aws.amazon.com/documentation/ec2/
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Amazon VPC
https://aws.amazon.com/documentation/vpc/

AWS CloudFormation
https://aws.amazon.com/documentation/cloudformation/

Citrix documentation

Citrix documentation
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops-service/

Citrix Tech Zone
https://docs.citrix.com/en-us/tech-zone

Configure the Volume Worker instance to use the Machine Catalog VPC and not the
default VPC
https://support.citrix.com/article/CTX219734

How to Define Identity Access Management Permissions Running XenDesktop on AWS
https://support.citrix.com/article/CTX140429

MCS doesn’t show the instance type or size you’d like to use for your deployment within
a machine catalog
https://support.citrix.com/article/CTX139707

MCS fails with dedicated instances - Citrix switched the instance type of the Volume
Service Worker to T2 which doesn't exist in dedicated environments
https://support.citrix.com/article/CTX222527

Quick Start reference deployments

AWS Quick Start home page
https://aws.amazon.com/quickstart/
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Notices

This document is provided for informational purposes only. It represents AWS’s current product offerings
and practices as of the date of issue of this document, which are subject to change without notice. Customers
are responsible for making their own independent assessment of the information in this document and any
use of AWS’s products or services, each of which is provided “as is” without warranty of any kind, whether
express or implied. This document does not create any warranties, representations, contractual
commitments, conditions or assurances from AWS, its affiliates, suppliers or licensors. The responsibilities
and liabilities of AWS to its customers are controlled by AWS agreements, and this document is not part of,

nor does it modify, any agreement between AWS and its customers.

The software included with this paper is licensed under the Apache License, Version 2.0 (the "License"). You
may not use this file except in compliance with the License. A copy of the License is located at
http://aws.amazon.com/apache2.0/ or in the "license" file accompanying this file. This code is distributed on
an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations under the License.
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